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What is ATM card skimming?

A method used by criminals to capture data from 
the magnetic strip on the back of an ATM card

The devices used are smaller than a deck of cards 
and are fastened in close proximity to, or over the 
top of the ATMôs factory- installed card reader

ATM Skimming is a world - wide problem
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What is PIN capturing?

Strategically attaching/positioning cameras and 
other imaging devices to ATMôs to fraudulently 
capture PIN numbers

Once captured, the electronic data is encoded 
onto a fraudulent card and the captured PIN is 
used to withdraw money from an account/s

óPINô (Personal Identification Number)  
capturing is a world - wide problem

Group Security
© Commonwealth Bank of Australia



4

Could you spot a device on an ATM?
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1
�‡Light diffuser area

2
�‡Speaker area

3
�‡ATM side fascia

4
�‡Card reader entry slot

5
�‡ATM keyboard area
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Look for the following:


