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A ccountability is foundational to creating cyber-
resilient organisations. Organisations where 
positive security practices are seamlessly 

integrated into daily operations are best equipped to 
identify and respond to potential security issues before 
they impact the organisation or its customers. Ideally, 
everyone in your organisation – from your front office to 
your back office functions – should understand how to 
manage cyber risk in the context of the role they play, 
which is why you should not short-change investment in 
cyber training and culture initiatives. 

October is Cyber Security Awareness month. This global 
initiative is an opportune time to reflect on the actions 
we can take to reduce the impact of cybercrime on our 
community, and to secure our online activities. In an 
increasingly interconnected digital economy, a weakness 
for one easily becomes a weakness for many, so it’s 
essential that we’re all playing our part to keep Australia 
secure. We recently explored what practical cyber security 
means for businesses in a special panel discussion. 

In this edition of Signals, we deep dive into how to create 
cyber accountability at all levels of your organisation and 
share some insights from our own journey of cultural 
transformation. Also in this issue, we share the highlights 
from our recent CommBank Cyber Prize ceremony, and in 
a year where the lines between work and home have been 
increasingly blurred, we take a look at the potential security 
vulnerabilities in the digital doors and windows of a modern 
smart home. 

As we head into the home-stretch of 2020,  
I’d like to take this opportunity to extend my best wishes  
to your organisation, and welcome any feedback to  
cyber-outreach@cba.com.au.
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Creating a cyber- 
accountable organisation

In the modern digital landscape, 
organisational security cultures are 
increasingly under the microscope, and 

at CommBank, our work to create a cyber-
accountable organisation is ongoing. 

We have a long-established security 
awareness program comprising a multi-
layered range of initiatives. However, this 
has traditionally resembled a one-size-fits-all 
model, with training materials generally fit for 
consumption by anyone in the organisation 
who either chooses or is compelled by dint of 
either policy or behaviour to consume it.

We’ve recently started to augment these 
activities, recognising that a more role-specific 
approach to training is required to foster cyber 
accountability at all levels of our organisation. 
At CommBank, we’ve adopted the mantra that 
cyber security should be everyone’s business 
– just as all colleagues use our technology, 
so too should everyone feel responsible for 
safeguarding the corporate and customer 
information accessed through that technology. 
No matter who you are, what your role is, or 
where you work, you need to understand and 
be accountable for cyber security.

Our first step in this journey has been rolling 
out cyber security training specifically targeting 
our senior leaders. The rationale is simple: 
culture needs to be role-modelled from the top, 
and we realised that we needed to equip our 
leaders with the skills and confidence to engage 
with cyber accountabilities. Cyber risk can feel 

quite abstract compared to other operational 
risks, leaving managers feeling disempowered 
about practical steps they can take back at their 
desks, so a key goal for this training was to make 
cyber risk feel more tangible.

 
Framing cyber risk
It can be easy to underestimate the sense 
of cyber accountability that comes when 
employees can contextualise cyber risks 
directly to their role and their line of business, 
and ultimately their performance.

Many organisations fall into the trap of 
presenting new hires with the information 
security and acceptable use of technology 
policies on day one in the company and 
expecting cyber-accountability to automatically 
follow.

At the other end of the spectrum, 
organisations that use a ‘shock and awe’ 
approach in security awareness training can 
also fail to hit the mark. This is because, while 
intriguing, it is hard for people to connect with 
stories about sophisticated nation-state cyber 
threat actors or technical descriptions of the 
latest breed of ransomware. The relevance of 
this information in relation to a day-to-day role 
and risk management is often unclear.

So, the best path towards a cyber- 
accountable culture lies somewhere in the 
middle – demonstrating how cyber risk 
typically manifests in your business through 
people and processes, as well as technology. 

Using easy to understand, relatable internal or 
external case studies can prompt productive 
conversations with a focus on achieving better 
security outcomes. Speaking the language of 
your target audience instead of wheeling out 
the stereotypical cyber tropes can also help to 
leave a lasting impression.

At Commbank, our training opened with 
a short ice-breaker, where we presented a 
list of activities happening every day in our 
business, and asked participants to reflect 
and identify related cyber and information 
security risks. This activity sought to dispel 
two common misconceptions that many 
employees, even our most senior leaders, 
hold about cyber security: firstly, that it is 
predominantly concerned with protecting 
against sophisticated cybercrime or espionage 
activity, and secondly, that it is almost solely a 
technology issue and therefore something that 
‘other’ people or even other organisations have 

to worry about. With those myths debunked 
from the outset, we could have a much 
more productive conversation about cyber 
risk management, the role of cyber security 
controls to protect corporate and customer 
data, and demonstrate the role that everyone 
plays in defending our organisation. 

Finding the appropriate ‘so 
what?’ to engage your audience 
With a range of motivated external cyber 
threat actors looking for an open door to 
your organisation, and your employees either 
intentionally or accidentally leaving the door 
ajar, a cyber security incident has the ability 
to impact the confidentiality, availability and 
integrity of your business operations in a 
variety of ways. These become powerful ‘hows’ 
and ‘whys’ that can be used to evangelise the 
importance of cyber accountability at all levels 
of your organisation. 

Melanie Timbrell
Senior Manager,  

Security Awareness

Sam Wood
Senior Manager,  

Security Awareness

Angie Russell
Enterprise Services 
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This report contains general advice for educational purposes only. Please consult your cyber security team and legal counsel for advice specific to your organisation. 2



In years past, cyber security incidents were 
typically presented in news headlines through 
the narrow prism of data breaches, which while 
catastrophic for individuals impacted, were 
generally considered survivable by culpable 
organisations. However, the emergence of 
ransomware in recent years has demonstrated 
the crippling impact to business operations 
that comes when the availability of your 
information is threatened, perhaps shifting the 
notion of what the existential cyber threat to a 
business might be. 

In framing cyber risk within your 
organisation, some questions that you may like 
to ask include:
•  Do we think that the things that we’re seeing 

reported in the news could happen to our 
business, and why or why not?

•  How would a cyber security incident impact 
the confidentiality, integrity and availability 
of our information and therefore also our 
business operations?

•  What would be the impact of a cyber security 
incident be on our bottom line, and would 
that be survivable?

•  Based on the above, if previously we didn’t 
think we could afford to implement good 
security, do we now think we can’t afford not to?

Between roles
Critical to creating cyber accountability, is 
teaching people how to recognise cyber risk 
in the context of their role. Different roles in 

your organisation will inevitably have different 
threat profiles – a software developer is not 
necessarily as vulnerable to email payment 
fraud activity as your payments team; but, they 
can unwittingly leave your organisation open to 
software vulnerabilities if security is not part of 
the regular software development lifecycle.

Similarly, someone performing a front-office 
function doesn’t need to understand third-
party supplier security risk, but does benefit 
from training on handling sensitive personally 
identifiable information as they are far more 
likely to be interfacing with your customers.

Rather than overwhelming everyone in the 
organisation with a lengthy laundry list of cyber 
training of mixed relevance, honing in on the 
information pertinent to job roles makes it far 
more personal and therefore more effective. 
It also creates a space for employees to gain 
more confidence and mastery over the most 
relevant areas of cyber risk.

Cultural transformation
Cyber accountability doesn’t come through 
training and awareness alone, which is why 
it’s essential to embed security into the 
fabric of how your organisation operates 
and demonstrate how strong cyber security 
supports your organisation’s high-level purpose 
and other business outcomes.

A cyber-accountable organisation is one 
where there is a shared sense of ownership 
– everyone understands how cyber risk 

manifests up or downstream from their role in 
the business. Furthermore, akin to workplace 
health and safety, everyone feels compelled 
to take action and encourage good behaviour, 
because everyone benefits. The target should 
be the seamless integration of security 
and protective behaviours into day-to-day 
operations¹.

Foundational to this is a culture of 
psychological safety, rather than leading with 
fear and blame, characterised by:
•  An understanding and acceptance that things 

are going to go wrong from time to time.
•  A safe space to speak up exists when an issue 

is identified.
•  Encouragement to report suspicious activity.
•  Establishing your cyber security function as 

helpers rather than blockers or consequence 
enforcers.

 By the  
numbers

$29 
billion 
Yearly cost to the 
Australian economy of 
cyber-attacks on small, 
medium and large 
Australian businesses16

164
Cybercrimes reported 
each day, on average, to 
the ACSC during the last 
financial year15

62%
Of Australian SMBs 
surveyed by the ACSC 
have been affected by a 
cyber security incident17

Creating a cyber- 
accountable organisation
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•  Positive feedback and reinforcement.
•  Promoting ongoing engagement and 

learning rather than time-boxed training and 
awareness.

As highlighted in a 2018 collaborative report 
by ISACA and the CMMI Institute, a strong 
security culture will ultimately increase the 
visibility of potential security issues thereby 
reducing your risk and leaving you more 
resilient to potential cyber security incidents². 
This sentiment was recently reinforced in the 
ACSC’s Annual Threat Report for 2019-2020, 
which noted that “improving staff awareness of 
cyber security issues and threats, including the 
risk environment for your organisation, needs 
to be a priority for all businesses”³.  

Creating a cyber- 
accountable organisation

Jack
“As developers, we 
have to be aware of 
all the normal risks 
that everyone should 
understand, like sharing 
information securely . However, we also 
have the extra responsibilities that come 
with building a product that handles 
sensitive customer data . Insecure or 
buggy code can result in data breaches 
and cyber security incidents . We can 
manage these risks by ensuring we have 
secure coding training, and incorporating 
other best practice into our processes like 
adhering to secure coding standards, and 
building quality assurance and regular 
testing into our workflows .”

Anonymous
“As someone with 
privileges that allow me 
to install applications on 
my laptop, the number one 
cyber-accountable behaviour 
I own is ensuring I’m managing my 
passwords carefully . So I make sure I keep 
them long and wacky, and never reuse or 
share them .”

Sachin
In my role as a Project 
Manager, I have an 
accountability to 
ensure I consider cyber 
security right at the start 
of the project, and then work closely 
with the Cyber Security team to deliver 
a safe, sound and secure solution for 
our customers . It’s prudent in my role 
to consider risk in changes that are 
implemented, apply a risk lens to ensure 
that the changes don’t increase our 
customers’ security risk posture . 

Wendy
Day-to-day, we’re 
constantly considering 
our identity and access 
management and 

vulnerability management processes . 
It’s essential to consider risk holistically 
because ultimately, it doesn’t matter how 
the risks and responsibilities have been 
carved up, we are all accountable and 
have a part to play .

Jill
As a branch manager, 
I have to be constantly 
alert and aware of 
what is going on in the 
environment, including 
any potential cyber and information 
security issues . It requires a lot of 
curiosity – always asking questions 
and making sure nothing is out of the 
norm .  Ultimately, it’s about protection, 
whether that’s the physical protection 
of the branch and things like its ATMs, 
doors and floor security and but also 
protection of information, ensuring that 
we are complying with all policies and 
procedures around access and how we 
handle customer information . We are 
often the first port of call for customers 
that have been scammed, so having a 
basic awareness of potential cyber threats 
helps us to help our customers when they 
step inside the branch .

Cyber-accountability in the context of my role
We invited some of our CommBank colleagues to share what cyber-accountabilities they believed 
they had in the context of their role, and this is what they had to say . 

A strong security culture will ultimately increase the visibility 
of potential security issues thereby reducing your risk
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In Focus: Securing remote working arrangements 
through Virtual Private Networks

The transition to remote working 
arrangements in 2020 has seen a surge 
in the use of Virtual Private Networks 

(VPNs), including by many first-time users. 
Although instrumental to the way many of 
us are now working, there are a number of 
security risks in their use that need to be 
managed to optimise their benefits. 

What is a VPN?
VPNs are a useful tool for supporting remote 
working because they allow employees to 
securely access company networks and 
resources over the internet. As explained 
by Cisco, a VPN is an encrypted connection 
over the internet from a device (such as a 
phone or a laptop) back to, for example, a 
corporate network, designed to prevent an 
unwanted third party from eavesdropping on 
the traffic4. The encryption scrambles data as 
it passes through the internet so that it can’t 
be eavesdropped on, which is particularly 
beneficial when using shared, open, and less 
trustworthy public Wi-Fi networks in places 
like shopping centres, airports and hotels. 

Although VPNs are a popular business 
tool, some people also use VPNs on their 
personal, non-work-related devices due to 
their security and privacy benefits. Many 
websites collect information about their 
visitors, including the visitor’s unique IP 
address. However, when using a VPN, your IP 
address is replaced by the VPN’s IP address, 
making it difficult for websites to track your 
browsing history or location.

Optimising a VPN’s security
VPNs enhance privacy and offer employees 
a solution to remotely accessing their 
organisation’s resources. However, there 
are a number of associated security and 
performance considerations.

•  VPNs are not immune to security 
vulnerabilities, and need to be kept up-

to-date just like other operating systems 
and applications to ensure a door to your 
corporate network is not left ajar for a 
motivated hacker.

•  Your VPN login credentials can be phished 
from you or your employees and then used 
by a cybercriminal to access your network, 
raid your corporate and customer data and 
perform other malicious activities. 

•  Not all advertised VPNs are reputable and 
trustworthy – during 2020, there have been 
reports of opportunistic scammers creating 
fake VPNs designed to steal your sensitive 
information instead of protecting it5. Similarly, 
some VPN services are sub-par when it comes 
to privacy and security, which could leave 
your data at risk. Even though your activities 
are obfuscated from the wider internet, they 
are still visible to your VPN provider who 
could be logging and collecting your data and 
on-selling it to third parties.

•  VPNs can slow down the performance of your 
internet connection, particularly impacting 
bandwidth-hogging activities such as video 
streaming.

Nick Roper
Enterprise Services  

Graduate

The Australian Cyber Security Centre  
has produced guidance for using VPNs,  
visit cyber .gov .au for more details .

In 2019 and 2020, a series of critical security 
flaws were discovered in VPN platforms offered 
by several major providers . Threat researchers 
have reported multiple instances of hackers 
actively exploiting these vulnerabilities . While 
security patches were issued, some customers 
were slow to implement the patches and 
therefore remained vulnerable longer than 

However, you can optimise the security of your 
VPN by employing a few protective strategies:

•  Check the legitimacy and reputation of a VPN 
product, as you would with any other security 
product, to ensure you’re not unwittingly being 
scammed or committing to a lemon.

•  Enable multifactor authentication (MFA) for 
VPN accounts where available, to create an 
additional barrier for an unauthorised party 
armed with login credentials.

•  Apply software updates to your operating 
systems and applications, including your VPN, 
as soon as they become available.

•  Train your people on how to recognise and 
report social engineering activity, including 
phishing.

•  Reconfigure on-premises infrastructure 
to optimise the VPN experience for your 
employees.

Despite some risks, VPNs overwhelmingly offer 
significant security advantages in supporting 
flexible working arrangements for remote 
workers if managed securely. 

Critical security flaws  
leaving networks vulnerable

Remote-working 
employee

Corporate 
network
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This year we’ve seen the security of 
remote working arrangements come 
under the spotlight. With many 

of us spending more time at home, it’s a 
great opportunity to consider our familiar 
surroundings with a refreshed cyber security 
mindset.  You know where all your physical 
doors and windows are located – but how 
well do you know the location and security 
of your home’s digital entries and exits? Let’s 
take a walk around a modern smart home and 
consider its cyber security weak-spots.

Front door
For some homes, we 
don’t even need to 
step through the front 
door to find our first 
internet-connected 
devices. Modern motion sensor systems allow 
you to turn Wi-Fi connected porch lights on 
and off, set automated lighting schedules, 
and customise dimmer settings all from the 
convenience of your smart phone. Increasingly 
popular and affordable, closed-circuit 
television (CCTV) systems also offer internet 
connectivity. However, this internet-enabled 
convenience potentially leaves the front door 
open for hackers to access video and audio 
footage. A recent Australian Broadcasting 
Corporation news article highlighted a 
Russian-based website that streams footage 
from hacked security cameras all around the 

world – including a residential property in 
Melbourne and a farm in Bodalla, NSW6. 

Lounge
Stepping through 
the threshold of a 
modern smart home, 
we’re greeted with 
a plethora of highly convenient technology 
designed for our entertainment – but perhaps 
not for our safety. Smart TVs provide reliable 
on-demand streaming of the latest content 
direct to our lounge rooms – but the security 
commitment of some manufacturers can be 
sub-optimal7. 

Strewn across the couch and coffee 
table are a handful of modern, internet-
enabled devices. Tablets and smartphones 
are ubiquitous in today’s households, and 
each one offers an attacker a foothold onto 
the home network, plus a camera and a 
microphone. A savvy scammer can make it 
very difficult to distinguish a dangerous email 
attachment or website link from a legitimate 
one, and with our inboxes under siege, there 
are plenty of phishing messages just waiting 
to detonate on tablets, smartphones and 
laptops. Let’s not forget, if you have children, 
they probably use these devices too – a click 
from them is just as useful to an attacker as a 
click from you!

With video gaming popular amongst kids 
and adults alike, we should also remember 

How to be your home’s Chief  
Information Security Officer

Theo Anton
Manager,  

Information Security

that most modern gaming consoles are 
internet-connected8. Dedicated gamers 
might also have their sound pumping through 
internet-enabled smart speakers scattered 
around the lounge room. 

Kitchen
Recent years have seen a boom of 
internet-connectivity in the kitchen, with 
modern fridges now able to integrate with 
supermarket shopping apps and sync with 
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If an attacker can gain control of a home 
router then they have effective control of all 
internet-enabled devices in the home

your home assistant (we’ll get to that soon). 
Some even have cameras so you can check 
your freezer bin while you’re at the shops. 
Tucked away around the corner is a robot 
vacuum that also has the capability to connect 
to the internet. A seemingly benign appliance, 
but back in 2017, a furore broke out over 
reports that some brands of vacuum were 
mapping their owner’s houses and sending 
those floorplans back to a remote server. One 
company was even reportedly considering 
selling user’s floorplan data to third parties9. 

Dining Room
Stepping into the dining room 
of a modern home, we find the 
most contentious of all internet-
enabled devices: the home 
assistant. Whether you’re using a Google, 
Amazon, Apple, or other device, the undeniable 
fact is that you now have an internet gateway 
constantly listening to everything you (and 
your guests) say. 

Study
Here in the study we can find the devices most 
people typically think of as internet-enabled: 
desktop and laptop computers. It’s in this room 
that we might also find a home’s digital front 
door in the form of the internet router. Front 
doors are typically the strongest door in the 
house, but unfortunately the same cannot be 
said for home routers10. When you purchase a 

home, you probably make sure that the former 
owner hasn’t kept a key, but far too many of 
us have never bothered to change the default 
username and password on our home routers, 
let alone updated the firmware or activated 
more advanced security features. If an attacker 
can gain control of a home router then they 
have effective control of all internet-enabled 
devices in the home.

Garage
If you still think of garages 
as low-tech havens where 
mechanics still outshine 
electronics, it might be time to think again. 
Two million Australian households now have 
solar panels, and many solar inverters – often 
located in the garage – are connected to 
the home’s Wi-Fi network11. Elsewhere in the 
garage, peering through the car window, 
we might also spot a dashcam. Surprisingly, 
many dashcam models record audio as well as 
visual footage, and these recordings are often 
pushed to the manufacturer’s storage space in 
the cloud, available to their employees and to 
anyone else who knows the password.

How to be your home’s  
Chief Information Security Officer

Garden
The internet even lives in your 
garden. Smart irrigation systems 
allow you to control watering cycles 
remotely using your phone – 
which means they require either 
Wi-Fi or Bluetooth connectivity. 
And, if you’ve ever wondered 
what your pets do when you’re not around, 
pet cameras are designed to spy on your pets 
during the day – some even allow you to talk 
to your pets over the internet! It can be easy 
to underestimate the threat of small, obscure 
Internet of Things devices, but the 2017 real-life 
hack on a casino traced back to an internet-
enabled fish tank proves that any internet-
connected device is fair game for a motivated 
attacker12.  

Kids
Young people are now 
growing up as digital 
natives, and many school-
aged children have personal devices of their 
own – laptops, smart phones, tablets, and 
smart watches. Unsupervised late-night use 
is, in many ways, the internet equivalent of 
sneaking out after lights out, leaving children 
potentially vulnerable to online predators. More 
sinister examples include reported instances 
of security vulnerabilities in some children’s 
toys, and even baby monitors giving online 
predators direct access to young children13.  

How do hackers  
compromise  
these devices?
IoT devices are vulnerable to compromise  
for three main reasons:

1 IoT devices are readily discoverable. 
Specific search engines exist that allow 

users to find IoT devices by their location, 
the type of software they run, their specific 
configurations, and a host of other details. 
It’s important to recognise that every 
device you connect to the internet is 
potentially discoverable from anywhere in 
the world.

2IoT devices are typically secured by 
weak passwords. These passwords, 

including the default passwords on 
most IoT devices, are very susceptible to 
‘brute-force’ attacks, a process whereby a 
hacker tries logging into your device using 
thousands of common username-password 
combinations in a matter of minutes.

3IoT devices often run outdated firmware 
(core software that interacts with the 

device’s hardware components). Often 
this firmware hasn’t been updated for 
years, and in many cases, contains known 
security vulnerabilities that hackers can 
exploit to gain access to the device.

This report contains general advice for educational purposes only. Please consult your cyber security team and legal counsel for advice specific to your organisation. 7



How to be your home’s  
Chief Information Security Officer

So what can we do  
to improve cyber  
security at home?
Thankfully, there are some simple steps that 
we can all take to safeguard our homes.

1 Get to know your home’s digital layout as 
well as you know its physical layout. Which 

devices connect to the internet? What data do 
they hold? How much information can they 
collect about you through microphones and 
cameras?

2Ensure that every device has a long, unique 
password, and make sure that no device is 

still using the default (factory) password. You 
may find it useful to use a password manager 
to keep track of these passwords. If you have 
second-hand devices, ensure you’re not using 
the same password as the previous owner, or 
they could still access the device.

3Learn how to log in to the user interface of 
all internet-enabled devices – you’ll often 

have to do this in order to change passwords. 
Once you’ve done this, check the device’s 
security settings. If multifactor authentication 
is an option, consider enabling it for an extra 
layer of protection.

4Configure all devices to automatically 
update software and firmware as often as 

possible. You should be able to do this via the 
device’s user interface. Read the manual or 
search online for instructions explaining how 
to run updates.

5Pay special attention to your home router: 
this is your digital front door. Consider 

paying extra for a router with better security 
reviews and stronger safety options.

6Search for known issues prior to 
purchasing IoT devices. How safe is the 

brand and model? What issues has the device 
had in the past? How has the manufacturer 
responded when vulnerabilities were 
reported?

7Carefully read the terms and conditions of 
all IoT devices, including the ways in which 

you’ve agreed (explicitly or implicitly) to allow 
the manufacturer to access your personal 
data. What information does the device 
capture? What rights does the manufacturer 
have to this data? Is it sent back to remote 
servers that the manufacturer controls? 
Families can also consult advice published 
by the Office of the eSafety Commissioner to 
secure their online experiences.

8Pay particular care when using a home 
assistant. Consider what information 

your home assistant collects, and where that 
information is sent. 

Consider what information your 
home assistant collects, and where  
that information is sent
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Highlights from 
the CommBank 
Cyber Prize 
ceremony:

Promoting  
cyber security careers

CommBank Cyber Prize
On 9 August 2020, students and 
their lecturers came together for 
CommBank’s first ever virtual 
CommBank Cyber Prize ceremony 
to celebrate exceptional emerging 
cyber security talent from universities 
across Australia.

The CommBank Cyber Prize was borne from 
the understanding that quality cyber education 
leads to better outcomes for all Australians. 
Globally, there is a growing demand for cyber 
security professionals, with an estimated 
17,700 unfilled roles forecast in Australia by 
2026. Cyber security is a team sport, and the 
CommBank Cyber Prize is a prime example 
of business and academia working together 
to tackle the skills shortage and support the 
next generation of cyber professionals. Equally, 
the event allows CommBank cyber teams 
to connect with and be inspired by talented, 
passionate students.

Now in its fifth year, the prize recognises 
emerging talent from five universities that 
provide industry-ready skills required in the 
cyber security workforce. Universities taking 
part in the awards include University of New 
South Wales (UNSW), Royal Melbourne 
Institute of Technology, University of 
Sydney, Edith Cowan University, and Monash 
University. 2020 recipients received a 
$1,000 cash prize and were treated to virtual 
masterclasses from CommBank cyber security 

Women in Cyber
As well as fostering young talent, 
CommBank recognises the importance 
of promoting cyber security as the ‘next’ 
option for anyone at any stage of their 
career, particularly for women. While 
an increasing number of women are 
considering a career in cyber security, 
we still have some way to go in terms of 
striking a better gender balance in our 
cyber security departments. 

Work180 recently featured 18 women 
working in cyber security, to capture their 
insights into the diverse opportunities in 
what cyber security careers offer and how 
to make the shift. Read more here. 

experts. Prize winners were also 
invited to speak about their passion 
for cyber security, and their projects 
from the past year. Igor Radmilovich, 
from Edith Cowan University, said 
‘the most interesting thing about 

cyber security is how dynamic the 
cyber security environment is as society is 

rapidly changing due to technology, as is our 
capability and the threats we face.’

The CommBank Cyber Prize is just one of 
many initiatives that the Commonwealth Bank 
supports to empower the next generation 
of cyber security professionals and tackle 
the growing cyber security skills shortage. 
CommBank partnered with other Australian 
organisations 18 months ago to launch the 
Schools Cyber Security Challenges, which 
has now seen more than 80,000 high school 
students participate in realistic cyber security 
challenges designed to encourage more 
students to study cyber security at a  
tertiary level.

In 2015, CommBank committed more than 
$1.6 million as part of an ongoing partnership 
with UNSW to develop SECedu, a centre 
of excellence for cyber security education. 
The commitment included the creation of a 
new ‘Security Engineering’ stream as part of 
UNSW’s Computer Science undergraduate 
degree. CommBank Cyber Security team 
members teach the majority of course content 
and actively support and mentor students.  

Adam Yi, from UNSW, built 
a hacking platform using 
cloud-native technologies 
that is now being used to 
teach future generations 
of students enrolled in 
UNSW’s Web Application 
Security course .

Aganze Matembela,  
from Edith Cowan 
University, spoke about 
his project defending 
against malicious drones 
that could be used in 
warfare by paralysing them 
mid-flight .

Sam Lazarus from UNSW 
built a testing bed that 
allows Internet of Things 
devices to be tested more 
easily for vulnerabilities 
that could compromise the 
privacy of individuals . Sam’s  
project is now freely available on GitHub  
for other researchers to use .

Martha McKeen
Executive Manager,  

Cyber Community and Education
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Phish Eyes
Suspicious about a CommBank-themed email? Help us and our customers by reporting it to hoax@cba.com.au 
Want to check if it’s a known phishing email or message? Visit https://www.commbank.com.au/support/security/sms-phishing-scams.html

The pervasive threat of cyber attacks has 
left many of us hyper-vigilant to any 

indication that our data or online accounts 
have been compromised. Unfortunately, cyber 
scammers are regularly exploiting our vigilance 
as another tool for social engineering, crafting 
phishing messages designed to provoke 
urgency and reactivity, for example “Your fine 
is due”, “Your tax is due”, or “Pay now or risk 
lawyer and police involvement”. Although, it 
seems pointedly cruel when a scammer uses 
the threat of being scammed to bait a victim, 
it also suggests a foreboding self-awareness: 
“Your fear of me is a weak spot.”  

This pattern is well-demonstrated in the 
phishing and smishing scams we’ve seen 
exploiting the CommBank brand over the last 
few months. One increasingly familiar ruse is 
to falsely inform CommBank customers that 
unusual activities, flagged transactions, or 
suspicious login attempts have been identified 
on their bank accounts or cards. These types of 
scams manipulate the concerns of the security-
conscious customer, as well as any customer 
who does not want access to their account or 
cards blocked. It’s easy to understand why a 
victim would click the link to satisfy the need to 
solve the issue post-haste. 

  Similarly, if you’re the proactive and 
security-conscious type who immediately 
updates your phone and apps when software 
updates are released, you can also fall foul of 
hoax messages promoting a fake software 

update that instead redirects you to a fake 
login form or downloads malicious code 
to your device. Regardless of the type of 
message received, the safest option when 
you receive any message purporting to come 
from CommBank is to navigate directly to the 
CommBank website or app yourself, rather 
than clicking on any link in the communication. 
You can also check any message claiming to 
come from CommBank against known hoaxes 
by visiting our alerts page.

 
Calling a scammer’s bluff 
Looking Australia-wide, remote access scams 
have been prolific this year. According to 
the Australian Competition and Consumer 
Commission’s (ACCC) Scamwatch service, 
Australians reported losing over $3M to remote 

Examples of recent security-themed scams abusing 
CommBank brand

access scams in the first half of 202014.   
A rural Commbank customer recently 

narrowly avoided contributing to this statistic. 
He received a phone call from a scammer who 
claimed to be from Telstra, even providing an 
employee ID number to verify their legitimacy, 
and convinced the customer that his internet 
had been hacked by his neighbor. Again, this 
scammer aimed to take advantage of a natural 
concern about cyber-attacks. The scammer 
recommended that the customer download 
TeamViewer, an application for sharing access 
and control of a desktop, in order to remedy 
the problem. “I realised something wasn’t right 

when the caller became impatient with me 
when I had technical issues,” said the customer 
about the incident. “The app was downloading 
very slowly and it annoyed them.”  

It is not always easy to sense that something 
isn’t right when talking to someone on the 
phone. In fact, vishing, or ‘voice phishing’ via 
phone and voicemail, has been one of the 
most successful mediums for conducting 
scams in 2020.  What is it that makes a 
caller on the phone seem trustworthy? An 
authoritative voice? The convincing narrative 
they weave? Their supposed affiliations with 
brands and organisations you already trust? In 
any case, the statistics resound in high volume; 
we should all answer the phone armed with a 
healthy dose of scepticism. 

Example of a recent security-themed smish abusing 
CommBank brand

Angie Russell
Enterprise Services 

Graduate
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Trending in Cyber

Phishing
The most frequent cyber-attacks are phishing and 
spearphishing. These usually aim to steal user login 
credentials, although they can also be used to deliver other 
malicious content. Of all incidents reported to the ACSC in 
the last financial year, 27% involved malicious emails18 

Ransomware
Ransomware is becoming an increasingly major threat.  
It poses a high risk to businesses, because it can 
significantly disrupt operations and be difficult to recover 
from. Ransomware attacks are also more aggressive than 
ever: in addition to demanding a ransom, attackers have 
begun threatening to release information stolen from  
their victims19 20 .

Service NSW Breach 
Service NSW was affected by an email compromise attack 
in April which resulted in the theft of 738GB of data. This 
month, they began notifying customers whose information 
may have been compromised. In total, the breach affected 
186 000 customers21 .

1: https://www.isaca.org/-/media/info/cybersecurity-culture-report/index.html
2: https://www.isaca.org/-/media/info/cybersecurity-culture-report/index.html
3: https://www.cyber.gov.au/sites/default/files/2020-09/ACSC-Annual-Cyber-Threat-Report-2019-20.pdf
4: https://www.cisco.com/c/en_au/products/security/vpn-endpoint-security-clients/what-is-vpn.html
5: https://www.cpomagazine.com/tech/dangers-of-using-a-fake-vpn-service-and-how-to-spot-it-quickly/
6: https://www.abc.net.au/news/2020-06-24/security-cameras-hacked-streamed-on-russian-website/12380606
7: https://techcrunch.com/2019/12/01/fbi-smart-tv-security/
8: https://www.pewresearch.org/fact-tank/2017/09/11/younger-men-play-video-games-but-so-do-a-diverse-group-of-other-americans/
9: https://www.telegraph.co.uk/technology/2017/07/25/robot-vacuum-cleaner-plans-sell-maps-peoples-homes/
10: https://www.zdnet.com/article/home-router-warning-theyre-riddled-with-known-flaws-and-run-ancient-unpatched-linux/
11: https://arena.gov.au/renewable-energy/solar/#:~:text=More%20than%20two%20million%2C%20or,for%20live%20solar%20PV%20data).
12: https://www.washingtonpost.com/news/innovations/wp/2017/07/21/how-a-fish-tank-helped-hack-a-casino/
13: https://www.bbc.com/news/technology-51706631
14: https://www.scamwatch.gov.au/scam-statistics
15: https://www.cyber.gov.au/sites/default/files/2020-09/ACSC-Annual-Cyber-Threat-Report-2019-20.pdf
16: https://www.homeaffairs.gov.au/cyber-security-subsite/files/cyber-security-strategy-2020.pdf
17: https://www.cyber.gov.au/sites/default/files/2020-07/ACSC%20Small%20Business%20Survey%20Report.pdf
18: https://www.cyber.gov.au/sites/default/files/2020-09/ACSC-Annual-Cyber-Threat-Report-2019-20.pdf 
19: https://www.cyber.gov.au/sites/default/files/2020-09/ACSC-Annual-Cyber-Threat-Report-2019-20.pdf
20: https://www.zdnet.com/article/ransomware-is-evolving-but-the-key-to-preventing-attacks-remains-the-same/
21: https://www.itnews.com.au/news/dominello-says-service-nsw-data-breach-victims-getting-hypercare-552999

Endnotes

In addition to demanding a ransom, attackers 
have begun threatening to release stolen 
information from their victims
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