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I

’m proud to present to our valued
clients and partners our eighth edition
of Signals.

Signals aims to empower business
executives with unique insights into the
cyber threat environment and advice on
the strategies and controls necessary to
ensure a robust defence.
This advisory was prepared as part
of Commonwealth Bank’s ongoing
commitment to raising the bar for cyber
security within the broader Australian
digital economy.
We hope and anticipate our analysis will
provide context and confidence for your
security strategy.
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July
3-4
Melb
2017

July
7
Sydney

Melbourne

Malware Reverse
Engineering Conference
Sydney

Malware Reverse
Engineering Workshop

SecEDU, a partnership between University of New South Wales and Commonwealth Bank,
will sponsor the fifth annual Malware and Reverse Engineering Conference in Melbourne on
July 3 and 4, 2017. In concert with the organisers of the conference at Federation University,
we will also bring two of the keynote speakers to Sydney for a half-day technical workshop
the following week. Tickets for the Melbourne event are available here.

2017

Sep
1

Sydney

Expert Exchange

Commonwealth Bank welcomes a global panel of thought leaders to a
two-hour interactive panel session to discuss topical cyber security issues.
Tickets are strictly limited and invite-only.

2017

Sep
7-9

Melbourne

App Sec AU

Commonwealth Bank is the platinum sponsor of App Sec AU, an annual
event run by the not-for-profit Open Web Application Security Project. App
Sec AU offers two days of training and a day of presentations and workshops that aim
to teach software developers how to produce more secure code. Interested clients and
partners of Commonwealth Bank can contact Cyber Outreach to learn more.
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The Good News

R

arely in cyber security can we point to clear
evidence that defenders managed not only to
contain but also to disrupt a significant threat.
Typically it’s the attacker, operating under far fewer
constraints, that has the upper hand.

Chalk this one up
as a (temporary) win
for the blue team.

The good news is there have been a handful of
exhibitions of skill and diligence by malware analysts in
recent months that are worthy of applause.
The first and most obvious is the work of one particular
malware researcher who stopped the spread of
Wannacry - a high-profile, global ransomware event. But
you probably know that story already.
In this issue of Signals, we give a shout out to a broader
group of malware analysts that track the infrastructure
used to deliver malware and compromise on a broad
scale. Their dogged focus on documenting the rise of
these threats has not only increased awareness – but
likely played a strong role in the demise of multiple
criminal operations.
These malware researchers have – without question
– imposed a cost on a group of criminals that blunted
their ability to attack victims en masse. It’s also given us
a lot of food for thought about what will fill the vacuum
created by the (temporary) demise of exploit kits.
Chalk this one up as a (temporary) win for the blue team.

Observations made in Signals are made using the
confidence matrix and estimative language used by
the US CIA. Our choice of words is very deliberate
and based on both data and observations we source
from our own telemetry and a measured degree of
confidence in external sources.
Certainty

100%

Almost Certain

93% (give or take 6%)

Probable

75% (give or take 12%)

Even

50% (give or take 10%)

Unlikely or “improbable”

30% (give or take 10%)

Impossible

0%

Confidence in our assessments
High Confidence – based on high quality information
from which it is possible to derive a solid judgment.
Moderate Confidence – based on information from
trusted or reliable sources, without the necessary data
or corroboration to warrant a higher level of confidence.
Low Confidence – the information is poorly
corroborated, but is otherwise logical and consistent
with a source’s motivations.

This report contains general advice for educational purposes only. Please consult your cyber security team and legal counsel for advice specific to your organisation.
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Cyber
Security:

Phishing
sites “hiding
in the green”

Trends and Observations
Key trends observed during the quarter

Supply chains
under scrutiny
Analysis from a range of credible sources
indicates that a nation-state aligned
threat actor group has gained access to
the networks of several managed service
providers (MSPs) that provide information
technology services to multiple
industries. The Australian Government
has warned
that the
MSPs provide
CHECKLIST
services to local
• The use of MSPs to compromise
organisations.
targets indirectly supports the need
While the
for strong security governance
names of
of suppliers and partners.
which service
Commonwealth Bank’s Supplier
providers
Governance team will host workshops
have been
with clients in late 2017 to discuss
compromised
approaches to validating the security
posture of partners and suppliers.
has not been
Contact your relationship manager to
released in the
participate.
public arena,
we assess
• This development - and new
with moderate
mandatory data breach reporting
obligations - are strong triggers for
confidence that
considering how your organisation
some or all will
would respond to a breach of
be revealed in
customer data via a third party.
due course.

Brace for more
nation-state grade
exploits
CHECKLIST
Signals has for over two years
noted that the arms race for
computer exploits between
nation-states has fueled
stronger incentives for exploit
development. This increase in
activity raises complex issues
around whether nation-states
commissioning or developing
these exploits can keep them
out of the hands of criminal
actors. The outbreak of the
self-propagating ‘WannaCry’
worm in April 2017 used
exploits originally produced
for the US National Security
Agency. The threat actors
that first gained unauthorised
access to these tools - and
subsequently made them
available to the public - now
promise to release a new set
of stolen exploits on a monthly
basis.

• P rioritise patching of critical
systems over the months ahead.
• Keep abreast of newly
released exploits via open and
closed intelligence sources.
Commonwealth Bank is a founding
partner of the Joint Cyber Security
Centres established with the
Australian Government. If you are
interested in participating, please
register your interest with the
Cyber Outreach team.

The introduction of free TLS
certificates has enabled web site
owners to encrypt communication
between their web servers and
users connecting to their site.
Providers of web browsers,
meanwhile, have introduced new
warnings for users connecting via
plain HTTP vi. An unintended side
effect of these efforts has been to
provide cybercriminals an easier
avenue with which to register
phishing or watering hole sites
that (if only intermittently) appear
legitimateiv. There has been a
300% increase in phishing sites
that use TLS encryption in order
to trigger a user’s web browser
to indicate the site is ‘secure’ or
‘safe’, when these terms relate
only to checking that traffic
between the user and the site in
question is encrypted.

CHECKLIST

• Factor into your assessment
of cyber risk any (known)
associations your organisation
has with nation-states or defence
organisations that support them.

• Reconsider the advice you provide
staff and customers around how to
determine the trustworthiness of a web
site, acknowledging the limited degree
to which a web browser can validate
the authenticity of a web page versus
simply acknowledging that traffic
between two parties in encrypted

• E xpressions of motivation for
malicious cyber activity should not
be taken at face value. Nationstate aligned campaigns have
frequently attempted to represent
their activities as the work of
profit-motivated or hactivist
actors.

• In the absence of better alternatives,
users should be instructed to never
share credentials on a site that fails
to present a valid HTTPS connection,
but also not to explicitly trust a site
that presents a valid HTTP connection
without checking the URL (address
bar) first.

By the
Numbers
Email Payment Fraud
has cost victims

US$5 billion
over two yearsxxxv.

40%
11%
of all ASX100 companies
rate cyber as their top
area of risk in 2017i.

had a clear understanding
of what data is shared
with third partiesi.

Nation-state actors
were blamed for

18%
of data breaches
reported in 2016ii.

14,000
SSL Certs have been
registered that abuse
PayPal’s brandiv.

This report contains general advice for educational purposes only. Please consult your cyber security team and legal counsel for advice specific to your organisation.

4

Cyber Security:

By the
Numbers

Trends and Observations

SMiShing
campaigns explode
in volume

Ransomware,
now as-aservice

There has been little reprieve in the continued use of
spoofed Short Messaging Service (SMS) messages
as a means of stealing user credentials. Analysts at
Proofpoint note that SMiShing campaigns (phishing
messages sent via SMS) accounted for 42% of the
malicious links being clicked on by customers in
2016 – up from 20% the year prior. This aligns with
CBA’s own observations of a sustained increase in
SMiShing campaigns (as documented in the last
two editions of Signals), which appears to have
accelerated further in the last few weeks. Over the
past 10 months,
there have been
CHECKLIST
three times as
• The efficacy of SMiShing campaigns
many SMiShing
owes partially to how – compared
campaigns
to email-borne attacks – relatively
that imitate
‘new’ this scam is to users. Any
CBA brands
service provider that uses SMS
than phishing
as part of a digital service should
campaigns.
anticipate campaigns of this nature.

Ransomware attacks infect a
device with malware that encrypts
access to local and attached
data, which can then only be
accessed (decrypted) after paying
the attacker a ransom. These
attacks have evolved, like most
forms of cybercrime, into an ‘asa-service’ offering. Analysts have
observed affiliate programs that
lease the technical and financial
infrastructure required for a
ransomware campaign, including
access to dashboards and control
panels for tracking infections, for
US$175 or one-third of the total
ransom paid.

• Teach your staff to recognise
common features of SMiShing scams
as part of your security awareness
training.
• CBA and most other banks will
never send an SMS or an email to
customers that asks customers to
enter a client number, password,
verification code or credit card
details. If you receive a suspect
message, please screenshot it and
forward to hoax@cba.com.au.

CHECKLIST
• Commonwealth Bank has made
available a set of online learning
modules that our valued customers
can use to educate their staff on
how to avoid malware infection. Talk
to your relationship manager if you
would like to trial these modules.

Healthcare
data at risk
Multiple studies have found that the healthcare industry
suffered the largest number of data breach incidents
in 2016. The US Identity Theft Resource Center
recorded that 15.9 million healthcare records were
accessed in 376 breach events in the United States
last year v – representing a third of the total breaches
reported across all industries. The annual Data Breach
Investigations Report (DBIR) by Verizon also noted a
spike in healthcare breaches, but noted that the largest
share of the events were caused by insiders. There are
a range of possible explanations. One is a perceived lax
attention to cyber security in the healthcare industry,
exacerbated by recent WannaCry infections that shut
down 16 healthcare organisations in the UK. Another
is that the breaches are market driven, as the price
of a medical record on the black market has typically
exceeded the
value of a stolen
CHECKLIST
credit card (but is
dropping due to a
• As Australia moves to an ‘opt-out’
model for the Personally-Controlled
saturation of stolen
Electronic Healthcare Record,
data). An alternative
healthcare organisations will require
theory is that there
additional funding for cyber security
is more visibility
capability to protect the identity data
of unauthorised
and sensitive medical information
access to medical
stored in those records.
records due to
• Security investments in healthcare
robust (and public)
will need to focus on both access
audit requirements.

• Run hourly or daily snapshots
(backups) of data to ensure a rapid
rollback to a pre-infection state.

controls for medical records, active
monitoring and alerting on anomalous
access events, and efforts throughout
the healthcare ecosystem to reduce
the value of a stolen record to
attackers.

66%
of malware infections
that led to breach
events arrived via
email attachmentsii.

Industries most
affected by data
breach events in 2016

Financial
Services
Other

24%

36%

Healthcare

15%
Retail &
hospitality

15%

Government

12%

Verizon
DBIR 2017ii

24%
of phishing lures in
2016 imitated a cloud
storage serviceiii.

This report contains general advice for educational purposes only. Please consult your cyber security team and legal counsel for advice specific to your organisation.
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Deep Dive:

Brett Winterford
Senior Manager, Cyber Outreach and Research

Attacking with blunt weapons
A dramatic decrease in the use of exploit kits has corralled cybercrime back into familiar territory

Cybercrime campaigns were all of a sudden far
less likely to make use of exploit kits for ‘drive
by download’ attacks to spread malware. The
drop-off in activity continued well into 2017.
Against this downward trend, there’s been a
dramatic increase in campaigns that attach
malicious documents to spam emails. The
billion dollar question is: what will the next
generation of cybercrime kit look like?

The exploit kit era
Exploit kits (EKs) are a convenient, affordable
means for an aspiring cybercriminal to install
malware on huge numbers of devices. EKs
typically take the form of scripts (or programs)
hosted ‘as-a-service’ on web servers. The EK
scans devices directed (usually via spam) to
connect to the web server for susceptibility
to known security flaws in common software,
such as media players (Flash, Silverlight),
web browsers (Chrome), operating systems
(Windows) or other common applications.
If a device connecting to the web server is
unpatched against any of these vulnerabilities,

the EK will attempt to exploit (infect) it.
The technically-advanced groups that build
and maintain EKs lease the infrastructure ‘asa-service’ to multiple cybercrime campaigns
for between a few hundred dollars to $2000
a month. They focus on integrating new
exploits into the kits and on standing up new
infrastructure, or on building dashboards for
users to track details about the devices under
their control.
This activity frees up a much larger number
of criminals to focus on how to profit from
compromised devices, rather than building
and maintaining infrastructure. An aspiring
cybercriminal only needs to find ways to direct
unsuspecting users to a web site running
the leased server - usually via spam email
campaigns or infection of advertising networks
(malvertising).

most popular under names like Angler, Nuclear,
Neutrino, RIG and Magnitude.
In the Q3 2015 edition of Signalsviii, we
revealed that the speed at which exploit kits

were incorporating new vulnerabilities was
a siren call for how rapidly defenders need
to patch newly discovered vulnerabilities
before they would be used in “mass market”
campaigns via an exploit kit.

Average days to weaponisation of a new vulnerability in an exploit kit
30

30

28
26
24
22
20
18
16

18.4
16.6

16.6
15

14
12

In doing so, exploit kits democratised access
to the infrastructure required for an attack, and
helped cybercriminals to profit at previously
unrealised scale. Between 2012 and 2016,
three to five groups at a time competed to
develop or integrate new exploits based on
recently discovered vulnerabilities into their kits.
Each marketed their wares in online forums to
win the business of the next campaign – the

10

Prediction

I

n June 2016, security researchers were
taken aback by an unexpected and
confounding decline in an entire class of
malware-based attack.
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Deep Dive:

Attacking with blunt weapons

We demonstrated that the window of time
that system managers had to patch against
a newly-released vulnerability before it was
used in mass-marked attacks was rapidly
closing – from over two weeks between 2012
and 2014 down to a week by 2015.

The end of an era?
Updating the process to measure the ‘days
to weaponisation of a new vulnerability in an
exploit kit’, we now see that the drop-off in
exploit kit activity in mid-2016 has bought
defenders valuable time to patch against the
next wave of exploits.
In May 2017, malware researchers at
Proofpointix reported that exploit kits were
only being detected at 10% of the volumes of
a year earlier. Peers at Symantecx confirmed
that the total volume of infections have
dropped accordingly. The decline in activity
continues to this day.
Malware researcher Kafeine – the preeminent
authority on malware distribution – described
the implications in more stark terms. As of
mid-2017, the most recent vulnerability to be
exploited in these mass-market kits was at
least 12 months oldxi. For once, defenders
were winning.

More broadly, law enforcement
has also enjoyed some recent
success against other infrastructure
used by cybercriminals

What happened?
Researchers cite two key reasons for the decline
in the use of exploit kits.
1 LAW ENFORCEMENT: Russian-based
law enforcement has arrested a number of
prominent actors in the cybercrime industry.
The reported arrest of 50 individuals in Russia in
June 2016 was the most telling.
Security vendor Kaspersky identifies the
arrested gang as responsible for the distribution
of ‘Lurk’ banking malware. This same group
was said by Kaspersky to have originally
developed the Angler Exploit Kit to distribute
banking malware, only to realise that leasing the
infrastructure as-a-service would be a lucrative
source of additional revenue. Angler was by all
measures the most dangerously effective (and
most used) exploit kit on the market. During
2014 and 2015, for example, it was the first kit
to develop or integrate a newly public exploit on
more than half (55%, according to our analysis)
of the vulnerabilities deemed to be worthy of
inclusion in exploit kits. Typically, other kits would
take approximately 8 days longer to integrate
features announced in the Angler EK. The
aforementioned researcher Kafeine described
Angler as the “innovation locomotive” of exploit
kits. Without it, things started to fall apart.
The Nuclear exploit kit, which most often was

the next kit to integrate a new exploit after
Angler, dramatically reduced its activity at
around the same time, in the aftermath of a
detailed analysis on the kit by security vendor
Checkpoint.

CHECKLIST
The evolution of threats as described do not warrant
a radical change in security strategy, but particular
attention is required in the following areas:
• Security Awareness programs need to educate users
about the dangers of documents attached to incoming
emails, and to only download mobile applications from
official app stores. Commonwealth Bank offers our
clients access to eLearning modules on email security
should you wish to deploy to your staff, including a new
mobile eLearning module specifically on these threats.
Talk to your relationship or account manager for access.
• Develop payment processes that assume an
employee’s device could be compromised. Ensure
there is clear separation of duties and that large
or unexpected payments cannot be made without
additional verification steps.

In the absence of Angler and Nuclear,
campaigns shifted to a smattering of their
nearest rivals, one of which doubled their
prices, before most of the leading contenders
removed their public presence. New contenders
have emerged, only to disappear again. Most
remaining indicators of activity suggest the
remaining tools on the market are being used
‘privately’ by single entities or small clusters of
their clients.

cyber security controls since 2012, and many
prioritised investments in tools to detect or
protect against ‘drive-by download’ attacks.

The most used exploit kit on the market –RIG –
continues to operate, but lost ~40,000 domains
as part of a coordinated takedown project in
May 2017.

What’s next?

Law enforcement has also enjoyed some recent
success against other infrastructure used
by cybercriminals – including the sinkholing
(redirection of malicious traffic) of the Kelihos
botnet in 2017xii and the arrest and extradition of
its main protagonist.
2 BETTER DEFENDED NETWORKS: Large
organisations have invested a great deal in

More crucially – developers of new web
sites and applications are choosing not to
support the use of media players and browser
plug-ins (Flash, Silverlight, Java), which were
routinely found vulnerable to new forms of attack.

Malware researchers aren’t claiming victory.
They’ve grown used to seeing new actors fill the
vacuum every time cybercrime infrastructure is
taken down.
Jonathan Lusthaus, director of the Human
Cybercriminal Project at the University of Oxford,
notes that when major cybercriminal forums
have been infiltrated or taken down in the past,
cybercriminals typically revert to working in
smaller, more private settings in which they
can trust the other actors around them. So the
bad news is that security researchers and law

This report contains general advice for educational purposes only. Please consult your cyber security team and legal counsel for advice specific to your organisation.
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Deep Dive:

Attacking with blunt weapons

enforcement will likely have fewer leads on which
to determine the next major threat.
What forms of cybercrime are emerging in the
absence of an open and transparent market
for Exploit Kits? Based on what we’ve seen
in recent months, we make the following
predictions.
1 A (TEMPORARY) RELIANCE ON EMAIL
ATTACHMENTS AS AN INFECTION VECTOR
For now, cybercriminals appear to have reverted
to traditional attack tradecraft. Most malware
campaigns arriving over email now deliver
their initial infection via user interaction with an
attached document, while compromised or faked
websites are used for credential theft (phishing).
It’s also increasingly likely that these
spearphishing campaigns will make use of a
variation on the traditional exploit kit. Microsoft
Word Intruder (MWI) is an EK that develops or
integrates exploits in vulnerabilities that affect
Microsoft Office documents. Rather than staging
these exploits in scripts hosted on a web server,
MWI has created a service for cybercriminals to
craft their own malicious Office document for
use in spam campaigns. MWI first appeared
in 2015xiii but has bundled in new Office
exploits made public as recently as April 2017.
MWI has typically been reserved for targeted

spearphishing attacks rather than “spray-andpray” cybercrime campaigns – but as copycat
services to MWI emerge, it’s very likely some will
be advertised more broadly in forums.
2 SPEARPHISHING MEETS
EMAIL PAYMENT FRAUD
Security vendors have observed a concerning
blend of two disparate attack techniques
– spearphishing attacks (malware-based
infection via email attachments) with requests
for fraudulent payments (also known as
“email payment fraud”xiv or “Business Email
Compromisexv”).
While the bulk of fraudulent requests for payment
rely on little more than a spoofed email message,
in a growing number of cases the attackers are
first compromising email accounts via targeted
spearphishing, monitoring incoming and outgoing
messages to gain insights into how payments
are processed, then sending new requests for
payment or modifying scheduled payments to
divert funds to accounts they control.
Compromise of email accounts or CRM
systems provides a wealth of information on
which a fraudster can base fraudulent requests
for payment compared with what they’ve
traditionally gleaned from public sources of data.
Security vendors Proofpointiii and Kasperskyxvi

the bad news is that security
researchers and law enforcement
will likely have fewer leads

have provided samples from a recent campaign
to illustrate.
3 MORE RESILIENT INFRASTRUCTURE
Successive takedowns of botnets and the
infrastructure used for exploit kits will invariably
drive attackers to consider new measures to keep
security researchers and law enforcement at bay.
The Necurs botnet – arguably the largest in
the world at the time of writing – is equipped
with several technical measures to guarantee
its resilience. Chief among them is an ability
to compromise devices at root level (i.e. with
privileged access to the infected system at
the level of hardware and OS), which is harder
to detect. Second, Necurs makes use of a
peer-to-peer DNS service and multiple layers
of domain generation algorithmsxvii in order to
both decentralise and automatically shift its
hosting footprint.
4 ATTACKS ON THE MOBILE ECOSYSTEM
Attackers recognise that users are increasingly
confident in conducting transactions on mobile
platforms. Where money flows, crime follows
– we expect cybercriminals to continue to use
SMiShing (sending phishing emails via SMS)
and to attempt to convince users to download
counterfeit mobile apps from non-official stores
in order to steal user credentials.

Filling The Vacuum

The decline in use of exploit kits has, for
now, corralled cybercrime campaigns back
into use of malicious attachments in email
spam campaigns. What should we expect
to see emerge in its place?
One stop shops for producing ransomware
or malicious documents
Attackers spend less time on crafting malware,
and more on distribution and monetising infections.
Spearphishing attacks followed up with
fraudulent or tampered requests for payment
Attackers compromise email accounts to perform
reconnaissance on an organisation’s payment
processes prior to tampering with invoices or
payment instructions.
Distribution of malware via decentralised,
peer-to-peer infrastructure
Attackers gravitate toward cybercrime
infrastructure that is more difficult for law
enforcement to take down.
Large volume SMiShing
(phishing campaigns over SMS)
Attackers view SMS as a less protected channel
for credential theft campaigns.
Counterfeit mobile applications
for theft of user credentials
Attackers develop new techniques for disguising
malicious mobile apps (mostly on Android) as
legitimate to prompt user installs.

This report contains general advice for educational purposes only. Please consult your cyber security team and legal counsel for advice specific to your organisation.
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You are invited

Train your staff
in secure coding

Digital Protection Group

As part of our commitment to securing Australia’s digital ecosystem, Commonwealth
Bank will be the Platinum Sponsor of the inaugural AppSecAU conference, to be
convened in Melbourne by the Australian Chapter of the Open Web Application Security
Project from September 7-9, 2017.
OWASP is a global, not-for-profit that produces guides for software developers
to write more secure applications, as well as free open source tools to check
their code for common bugs.
The AppSecAU conference includes multiple streams of speakers and workshops
over a full day, plus an optional two days of technical training courses.
Commonwealth Bank are offering clients a unique opportunity to learn about the latest
threats targeting web applications, and to train their software developers in how to
produce more secure code. Contact your relationship manager to learn about free
conference tickets and subsidised access to training courses.

Melbourne

Training: September 7-8, 2017
Conference: September 9, 2017

For a full agenda, see https://appsecday.com/

Karstens Conference and
Training Centre, 123 Queen Street,
Melbourne, VIC 3000

Best suited to: application developers, testers and (technical) security leads.

https://appsecday.com/
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Deep Dive:

Phil Pudney
Application Security Consultant,
Commonwealth Bank

Security at Speed

Norman Yue
Senior Manager, Application Security,
Commonwealth Bank

Empower your developers to write secure code

What is an Application Security
program, and why do you need it?

F

or most of the history of IT, software
was developed and delivered over
long release cycles – with updates
released quarterly or annually. The software
development lifecycle (SDLC) would typically
trickle along in what is termed a “waterfall
model”, and security would only come
into consideration at a number of gates or
checkpoints towards the end of the project.
A relatively long lifecycle gave dedicated
security teams weeks or months to assess
the security of the solution. That might involve
performing formal threat and risk assessment
during the design and architecture phase, and
perhaps a penetration test after completion of
the development phase.
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Today the SDLC looks very different. The
need for business to innovate and keep pace
with competitors has driven them to adopt
agile and DevOps initiatives, where end-toend development occurs over short 2-4 week

“sprints” and releases can occur far more
frequently – often multiple times a day. The
increased cadence is forcing security teams
to adapt to the non-waterfall world, where it is
no longer acceptable to spend days or weeks
undertaking security assessments or reviews.
The challenge from a business perspective
is that security flaws discovered late in the
development lifecycle cost substantively
more to fix. During rapid release cycles,
development teams may already have moved
on to developing other features or disbanded
altogether by release time. So handing over a list
of vulnerabilities to developers only days before
release can be hugely disruptive, and usually
results in responses that serve to mitigate risk
rather than address the vulnerability in question,
in order to meet delivery deadlines.

gain a deeper understanding of their processes
and tool chains. This helps the security team to
adapt to and leverage these existing processes
and tools to both inject security expertise
throughout the entire SDLC and to ensure
developers have the knowledge to write secure
code. At Commonwealth Bank, we call this our
Application Security program.

Establish security patterns
and frameworks
Our experience – and those of our peers with
similar programs – is that Application Security

is as much a matter of culture change as it is
about tools and technology.
Winning over both security management
and large and diverse software development
teams is critical, and getting some quick
wins on the board is half the battle. The
best way to do that is by using known
patterns and frameworks and avoiding the
temptation to develop security features from
the ground-up (which for many teams could
potentially introduce as many vulnerabilities
as it identifies). For example, frameworks

Measuring Impact of Application Security Programs – de-scoping pentests
50
45
40
35

Challenges for Security Functions

30

Security teams are typically much smaller than
development teams. It is difficult for a security
team to scale enough to check that every
release of an application is secure in the face
of compressed development timeframes and
constantly changing requirements.

25

To help address some of these challenges,
security teams are increasingly getting better
results from working closely with developers to

How do we measure success? Ultimately, the success of an Application Security function is reflected in the work of the
development teams. Each bar in the table above reflects a release of a CBA digital asset over ~18 months. The [blue]
component indicates the planned scope of testing for each release. The [yellow] component of each bar represents how many
tests were de-scoped as a result of developers taking proactive steps to check for common vulnerabilities earlier in the SDLC.
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Deep Dive:

Despite the growing maturity of these
tools, automated security testing tools are no
replacement for manual penetration testing.

Security at Speed

like OAuth and OpenID Connect are easier
wins than creating custom authorisation and
authentication protocols. Equally, your team
might choose to leverage protocols and APIs
provided by application servers or libraries for
session management and cross-site request
forgery (CSRF) protection. While these
libraries demand scrutiny from your security
assurance team, their adoption can spare
critical cycles for areas that require bespoke
development.

Threat modelling, user stories
and abuse cases
In a perfect world, every developer writes
secure code the first time, and security
expertise is readily available for any given
project. But in the real world – especially in
larger organisations - it may not be practical
to develop formal threat and risk assessments
for every project or to embed dedicated
security resources into each and every scrum
or development team. But security teams can
facilitate lightweight threat modelling during
the inception phase for new features. Threat
modelling involves the creation of security
requirements for inclusion in the list of nonfunctional requirements for each user story,
or alternatively the development of dedicated
“abuse cases” that assume a user has the
worst intentions.

Where potentially risky user stories
are identified (such as those relating to
authentication), security teams can tag them
for additional scrutiny (such as penetration
testing or code reviews) before development
commences.

The security pipeline
Achieving application security at scale requires
automation. Automated tools can catch
many of the basic security issues that are
common to most projects. Dynamic and static
analysis security testing tools are proficient
at identifying common vulnerabilitiesxix
such as SQL injection, cross-site scripting,
insecure direct object references and security
misconfiguration. Automation allows security
testing to be moved “to the left” – so that it
can be performed earlier and more frequently
in the SDLC. For example, security tools can
automatically scan code as it is checked in
to the code repository, be integrated into the
build pipeline to fail the build if vulnerabilities
are found, or run within the developer’s IDE
(integrated development environment) to flag
vulnerabilities as the code is being written.
There are many application security tools that
incorporate APIs or support the integration
of other systems so that, for example, tickets
can be automatically raised in bug tracking
systems.

The Open Web Application Security Project
(OWASP) has done a lot of great work to
develop security tools that can be plugged into
the security pipeline. For example, OWASP
Zed Attack Proxy is a dynamic analysis tool
that has been built specifically for developers
and can be completely automated via an
extensive API.
Despite the growing maturity of these tools,
automated security testing tools are no
replacement for manual penetration testing.
The tools will save you time in seeking out
the more obvious bugs, but they are not
effective at identifying business logic flaws,
authorisation vulnerabilities or inadvertent
exposure of sensitive data. At some stage,
you’re going to need some humans to help.

Security culture
Developers need to be armed with the
knowledge to avoid writing insecure code,
in the first instance, and to operate and
interpret output from security testing tools
during the development process. Developers
that understand common vulnerabilities, and
how attackers exploit these vulnerabilities,
are better equipped to write more secure
code thus avoid the costs associated with
identifying and remediating vulnerabilities
further into the development cycle.

There are a number of approaches to upskilling developers – ranging from providing
secure coding standards, through to
classroom-based training and gamified
online learning. All have their place.
Whichever approach you choose, it should
be fun and memorable and needs to provide
immediate value to justify the time taken out
of development. One of the most effective
ways to address particular “hot spots” is
to show developers vulnerabilities that you
have identified in their own code, and then
demonstrate to them how to exploit the
vulnerability.
Another way to help with scalability is
to identify “security champions” within
development teams. Security champions
are deputised security personnel who may
undergo additional security training, and are
charged with responsibility for ensuring that
code produced by their team undergoes
the appropriate amount of security testing
or escalated to the application security
team where additional support is required.
As the security champions are themselves
developers and part of the development team,
they have a much deeper understanding of
their applications and timelines.
Abhijeth Dugginapedi contributed to this report.
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Regulatory
& Legal

Australia has signed
a pact with China that
states that neither country
will conduct or support
cyber-enabled theft

New laws and legal precedents
relevant to security strategy
Government agencies made
accountable for cyber posture

Nation states agree to moderate
cyber-enabled IP theft

In mid-May, US President Donald Trump signed his long awaited
Cyber Security Orderxx. The
Order brings the expected
CHECKLIST
transfer of responsibility for
cyber security risk management • Advice from the Australian
Government for critical
to the Executive Branch
infrastructure organisations can be
and extra cyber security
obtained via:
accountability for hundreds
- CERT Australia, the main point
of US government agency
of contact for cyber security
heads. The Order also seeks to
issues affecting major Australian
carve out greater government
businesses.
involvement in protection of
- The Trusted Information Sharing
Critical National Infrastructure
Network, an executive level body
(CNI), including CNI that lies
which includes ten industry specific
outside government control
sub-groupings;
or ownership. In Australia, ex- ASIO’s Business Liaison Unit,
Telstra CISO Mike Burgess has
which provides security advice,
called for greater government
including some detail on cyber
involvement in the protection
topics, via a subscription service to
of industry, demanding that the
major Australian businesses.
Australian Signals Directorate
• The United States’ ICS-CERT
be less constrained in its ability
offers information sharing for
to share information and advice
both domestic members and with
with the private sector to
international computer emergency
counter online threats.

Australia has signed a pactxxi with China that states that neither
country will conduct or support cyber-enabled theft of intellectual
property, trade secrets or confidential business information with
the intent of obtaining competitive advantage. The pact was
endorsed following discussions between PM Malcolm Turnbull
and Premier Li Keqiang. While the agreement is diplomatically
significant, experts remain divided as to how useful these type
of agreements remain on the ground. A year after an almost
identical pact was signed between the U.S. and China, multiple
industry reports note a decline in the overall number of attacks
against U.S. corporate networks attributed to actors aligned
with Chinese Government interestsxxii, but continued evidence
of more targeted and focused attacks. The report cautioned
against directly attributing the diplomatic agreement for this shift,
as internal factors (such
as President Xi’s military
CHECKLIST
and political strategies) and
earlier exposure of Chinese
• Australia’s Department of Foreign
cyber operations by security
Affairs is currently in the process
analysts are likely to have
of creating an International Cyber
Engagement Strategy which will
played a part.

response teams.

include more detail on agreements
designed to protect industry and
critical national infrastructure.
Industry engagement is ongoing,
visit DFAT for more information.

Crypto wars flare up
A wave of terror attacks has again sparked debate over
difficulties governments face when attempting access
to encrypted communications. British PM Theresa
May used the attacks to beef up the Investigatory
Powers Act released in late 2016. Security professionals
have countered that given the nature of end-to-end
encryption, most companies wouldn’t be able to
provide access to these messages even if compelled
to. The alternative - to insert backdoors in messaging
products - would likely be discoverable by attackers,
and likely prove ineffective in a market where criminals
can readily migrate to services offered by companies
hosted in countries not subject to these laws. Australia’s
Attorney General George Brandis has expressed a
desire to impose “obligations of cooperation upon the
corporates” that run encrypted messaging apps. Prime
Minister Turnbull clarified that new legislation wouldn’t
be about “creating
or exploiting back
doors” but rather
CHECKLIST
about “collaboration
•
Organisations should to continue
with and assistance
to protect client data with the
from industry in the
strongest available security
pursuit of public
mechanisms, assuming always that
safety.”
law enforcement has alternative
means of accessing data when the
need arises.

This report contains general advice for educational purposes only. Please consult your cyber security team and legal counsel for advice specific to your organisation.
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Better Practice:
The latest advice your technology team
should consider when setting security policies:

Lock down your APIs

The Open Web Application Security Project has published a release candidate for its list of Top
10 Web Application Vulnerabilitiesxxiii, complete with advice on how to avoid them. This list is
only updated every few years and provides critical guidance for web application developers
and penetration testers. The most notable change from the 2013 list is the inclusion of ‘Underprotected APIs’ – organisations must be prepared for attacks on any published mechanism for
sharing functions and/or data with third parties.

Assume compromise

Detection of malicious activity doesn’t stop at your network perimeter. Europe’s primary computer
emergency response team CERT-EU have produced a detailed guidexxiv to detecting lateral
movement on Windows infrastructure (i.e. what intruders tend to do once inside a network).
Japan’s JP CERT published an excellent guidexxv on the same issue in June.

Lock down your Windows

While the UK’s National Cyber Security Centre is offering some timely advice on hardening
Windows 10 deploymentsxxix, the more pragmatic folks at the Australian Signals Directorate
recognise that half the world is still trying to lock down Windows 7xxvii and Windows 8.1xxviii
right now. Protecting Windows 10 deployments will be a continued area of focus due to the
unauthorised release of Windows 10 source code that is typically reserved for Microsoft’s largest
partners and clients.

Secure your legacy

One of the most enduring challenges in information security is how to maintain an adequate level
of security on older and unsupported systems that remain critical to your organisation. The UK’s
National Cyber Security Centre has refreshed its guidancexxix on how to protect systems that are
overdue for retirement. NCSC also has some fresh advice on securing internet edge devicesxxx.

More ransomware advice

An unprecedented rise in ransomware attacks has spurred the development of a large range of
guides to mitigating or defending against these troublesome form of attacks. While there is no
silver bullet from a technology perspective, there is a lot you can do to protect your organisation.
Read the latest from Carnegie Mellon’s Software Engineering Institutexxxi (May 2017) and revised
advice from US-CERTxxxii.

This report contains general advice for educational purposes only. Please consult your cyber security team and legal counsel for advice specific to your organisation.
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Phish Eyes
Recent phishing lures for your security awareness
teams. Report hoax emails to hoax@cba.com.au

Over the last quarter, we’ve observed a growing number of attacks that mimic the digital services offered by
the Australian Government and state governments.
While the AFP ‘Traffic Infringement Notice’ was the top lure used in 2016, there has been a broader variety
of similar phishing lures in 2017, and more often than not victims have been urged to view or download a
Microsoft Office document attached to an email, which typically infects the user’s device with credentialstealing malware.
Over the last quarter, we’ve seen everything from:
• Imitation of MyGov web sites and fake MyGov security messages (an example of which is presented below).
• A ‘Driver’s License Renewal’ email lure that instructs users to open an attached Word document.
• Fake notifications of a payment from the “Department of Health” (no specific government referenced) or
a fake notification of a purchase made at the Royal Australian Mint, both which promised the user further
details if they open an attached Word document.
• An imitation of emails from transport authorities that contain statements for use of toll roads.

This is one
of several
variations on the
E-Toll account
statement lure
– which counts
among the
largest used
lures targeting
Australians over
the last quarter.
Source: CBA Cyber
Security Centre

There have been
numerous phishing
scams in 2017 that
target the primary
digital interface
for Australians
engaging with their
government. We
chose to include
this particular
campaign –
spotted first by
AusCERT in early
February 2017 – as
it seamlessly asked
for both MyGov
credentials and
the credentials
required for access
to the victim’s bank
account.
Source: AusCERT xxxiii

This report contains general advice for educational purposes only. Please consult your cyber security team and legal counsel for advice specific to your organisation.
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Phish Eyes
Fraudsters continue to imitate providers of popular web services such as cloud email,
cloud storage and document sharing services for broader ‘spray and pray’ campaigns.
A recent industry reportiii shed some light on which of these themes were most effective
(i.e. in terms of generating clicks) - and by far, document sharing sites offered by the
likes of, DropBox and WeTransfer top the list.
A selection from campaigns that targeted Australian users this quarter is below.

This campaign
spoofed the domains
of legitimate sites to
add the impression
of legitimacy, and
was hosted using
numerous legitimate
(and assumedly
compromised) web
sites – some of
which were hosted in
Australia.

Users of the
DocuSign service
reported an
increase in phishing
campaigns in early
May 2017. The
company has since
notified clients of
that email addresses
of clients had been
exposed in an earlier
data breach incident,
providing fraudsters
a means of targeting
their phishing
campaigns towards
known users of the
service. To its credit,
DocuSign now
updates clientsxxxiv
on all phishing
campaigns that
imitate its brand.

Source: CBA Cyber
Security Centre

This lure combined
many of the most
effective triggers
used in phishing – an
urgent call to action
for use of a popular
cloud service.
Source: CBA Cyber
Security Centre

Source: CBA Cyber
Security Centre

This report contains general advice for educational purposes only. Please consult your cyber security team and legal counsel for advice specific to your organisation.
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Footnotes
i: http://www.asx.com.au/documents/investor-relations/ASX-100-Cyber-Health-Check-Report.pdf?ecid=O~C~~~~asx-100-cyber-health-check-report~ASX~~201704~~
ii: http://www.verizonenterprise.com/verizon-insights-lab/dbir/2017/
iii: https://www.proofpoint.com/sites/default/files/pfpt-en-us-human-factor-report-2017.pdf
iv: https://www.thesslstore.com/blog/lets-encrypt-paypal/
v: http://www.idtheftcenter.org/images/breach/2016/DataBreachReport_2016.pdf
vi: https://news.netcraft.com/archives/2017/03/09/banking-news-and-pharmacy-websites-regarded-not-secure-by-chrome-and-firefox.html
vii: https://news.netcraft.com/archives/2017/05/17/phishing-sites-react-promptly-to-new-browser-changes.html
viii: https://www.commbank.com.au/content/dam/commbank/assets/business/can/business-insights/signals/commbank-signals-q3-2015.pdf
ix: https://www.proofpoint.com/us/threat-insight/post/where-are-exploits-yesteryear
x: https://www.symantec.com/connect/blogs/locky-dridex-and-angler-among-cybercrime-groups-experience-fall-activity
xi: https://twitter.com/kafeine/status/865580901387964421
xii: https://www.justice.gov/opa/pr/justice-department-announces-actions-dismantle-kelihos-botnet-0
xiii: https://www.fireeye.com/blog/threat-research/2015/04/a_new_word_document.html
xiv: https://www.commbank.com.au/content/dam/commbank/assets/business/can/business-insights/signals/commbank-signals-q3-2016.pdf
xv: https://www.fbi.gov/news/stories/business-e-mail-compromise-on-the-rise
xvi: https://securelist.com/nigerian-phishing-industrial-companies-under-attack/78565/
xvii: https://securityintelligence.com/the-necurs-botnet-a-pandoras-box-of-malicious-spam/
xviii: https://www.nist.gov/sites/default/files/documents/director/planning/report02-3.pdf
xix: https://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project#OWASP_Top_10_for_2013
xx: https://www.whitehouse.gov/the-press-office/2017/05/11/presidential-executive-order-strengthening-cybersecurity-federal
xxi: https://www.pm.gov.au/media/2017-04-24/australia-and-china-agree-cooperate-cyber-security
xxii: https://www.fireeye.com/content/dam/fireeye-www/current-threats/pdfs/rpt-china-espionage.pdf
xxiii: https://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project
xxiv: http://cert.europa.eu/static/WhitePapers/CERT-EU_SWP_17-002_Lateral_Movements.pdf
xxv: https://www.jpcert.or.jp/english/pub/sr/ir_research.html
xxvi: https://www.ncsc.gov.uk/guidance/eud-security-guidance-windows-10-1
xxvii: https://www.asd.gov.au/publications/protect/hardening-win7-sp1.htm
xxviii: https://www.asd.gov.au/publications/protect/hardening-win8.htm
xxix: https://www.ncsc.gov.uk/guidance/obsolete-platforms-security-guidance
xxx: https://www.ncsc.gov.uk/guidance/internet-edge-device-security
xxxi: https://insights.sei.cmu.edu/sei_blog/2017/05/ransomware-best-practices-for-prevention-and-response.html
xxxii: https://www.us-cert.gov/security-publications/Ransomware
xxxiii: https://auscert.org.au/44026
xxxiv: https://trust.docusign.com/en-us/personal-safeguards/
xxxv: https://www.ic3.gov/media/2017/170504.aspx
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